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In the time it takes your SOC to open a Jira ticket for a suspicious dependency update, a supply chain
attack has already executed, established persistence, and begun lateral movement. That is not
hyperbole; it is the operational reality of 2026.

IBM X-Force's latest Threat Intelligence Index confirms what many security teams have felt in their
bones: major supply chain and third-party breaches have quadrupled over the past five years.
Simultaneously, exploitation of public-facing applications jumped 44% year over year. These are not
independent trends. They are converging into an attack pattern that most incident response playbooks
were never designed to handle.

Anatomy of a Modern Supply Chain Attack:
GlassWorm

To understand why traditional response fails here, consider the GlassWorm campaign, a live, evolving
attack that researchers flagged as a "significant escalation" in early 2026.

GlassWorm targets the Open VSX extension registry, the open-source marketplace that feeds VS Code
and its forks. The attack does not rely on typosquatting or obvious malicious packages. Instead, it
abuses extension dependencies: the transitive trust chain that developers implicitly accept every time
they install an extension.

Since January 31, 2026, at least 72 malicious Open VSX extensions have been discovered. Each one
leverages the dependency graph to deliver its payload. When a developer installs a legitimate-looking
extension, the malicious dependency loads silently. The code executes in the context of the IDE, which,
for most developers, has access to source code repositories, credentials, environment variables, and
CI/CD pipeline configurations.

The kill chain is worth studying:
1. Initial access: Malicious extension published to Open VSX with a benign-looking name and
description.
2. Execution: Dependency resolution pulls in the attacker's package at install time.

3. Collection: The payload enumerates local git repositories, SSH keys, cloud credentials, and
environment files.

4. Exfiltration: Data is sent to attacker-controlled infrastructure, often over HTTPS to avoid
network-level detection.

5. Persistence: The extension remains installed, updating itself via the registry's normal update
mechanism.
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The entire chain executes within a developer's local environment, below the threshold of most EDR
tools and completely invisible to network-based detection unless you are specifically monitoring
developer workstation egress patterns.

Why Your Incident Response Playbook
Breaks Down

Most IR playbooks assume a relatively linear attack flow: alert fires, analyst investigates, containment
action is taken, forensics follows. Supply chain attacks break this model in three specific ways.

The blast radius is unknowable at detection time. When you discover a compromised dependency,
you do not know who installed it, which projects consumed it, whether it was bundled into production
artifacts, or how many downstream customers inherited it. The investigation surface is not a single host;
it is your entire software delivery pipeline.

Detection happens late, if at all. GlassWorm-style attacks do not trigger traditional I0C-based
detection because the malicious code runs inside a legitimate process (the IDE) performing expected
operations (reading files, making HTTPS requests). Your SIEM sees normal developer activity. Your
EDR sees a signed application behaving within its expected parameters.

Response requires cross-domain coordination. Containing a supply chain compromise requires
simultaneous action across development environments, CI/CD pipelines, artifact registries, production
deployments, and potentially customer notifications. That is not a single team's playbook; it is an
organizational response that most companies have never rehearsed.

Five Things You Can Audit This Week

1. Inventory Your Transitive Dependencies

Run a full Software Bill of Materials (SBOM) generation across your critical repositories. Tools like syft,
trivy, and cdxgen can produce SPDX or CycloneDX SBOMs in minutes. Most teams are shocked by
what they find: the average Node.js application pulls in over 1,000 transitive dependencies.

# CGenerate SBOM for a Node.js project using syft
syft dir:/path/to/project -o spdx-json > shomjson

# Scan for known vul nerabilities against the SBOM
grype sbom sbom j son
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Do not just generate the SBOM. Compare it against last month's version. New dependencies that
appeared without a corresponding pull request are worth investigating.

2. Audit Your IDE Extension Supply Chain

Enumerate every VS Code extension installed across your development team. Check each one against
known malicious extension lists (the Open VSX security advisories are a starting point). Pay special
attention to extensions with few installs, recent publication dates, or dependency chains you cannot
trace to known maintainers.

3. Monitor Developer Workstation Egress

Developer machines are typically the least monitored endpoints in an organization, yet they have the
highest concentration of sensitive credentials. Implement DNS and HTTPS monitoring for developer
workstations specifically. Flag any connections to newly registered domains, IP addresses in
unexpected geographies, or data transfers that exceed normal git push/pull volumes.

4. Implement Dependency Pinning and Lockfile Verification

If your CI/CD pipeline does not verify lockfile integrity before building, an attacker who compromises a
single dependency can inject code into every subsequent build. Ensure your build process fails if
package-lock.json, Cargo.lock, go.sum, or equivalent lockfiles have been modified without an explicit,
reviewed commit.

5. Pre-Build Your Response Runbook for Dependency
Compromise

Do not wait for the incident to figure out who owns what. Document now: Who has authority to yank a
dependency from your internal registry? Who can halt the CI/CD pipeline? What is the communication
path to downstream consumers of your artifacts? How fast can you rebuild and redeploy without the
compromised component?

The response window for a supply chain attack is measured in hours, not days. If your runbook requires
three levels of approval before someone can block a malicious package, you have already lost the first
72 hours.

The Speed Problem
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The fundamental challenge with supply chain attacks is not detection; sophisticated monitoring can
eventually identify anomalous behavior in dependency chains. The challenge is that the response
requires immediate, coordinated action across multiple systems, teams, and organizational boundaries.

When a supply chain compromise is confirmed, you need to simultaneously isolate affected build
environments, scan all artifacts produced since the compromise window began, notify downstream
consumers, rotate all potentially exposed credentials, and verify that the malicious component has not
established additional persistence mechanisms.

Doing that manually, with humans coordinating across Slack channels and ticketing systems, takes
days. The attacker needs minutes.

This is the execution gap that the cybersecurity industry must close: not with better dashboards or
smarter alerts, but with response systems that can act at the speed the threat demands.

Supply chain security requires response capabilities that match the speed and complexity of modern
attacks. To learn how autonomous execution can close your response gap, Visit arbitium.com/contact.

Arbitium Engineering builds autonomous Al execution systems for cybersecurity incident response. Learn more at
arbitium.com.

Sources referenced: IBM X-Force Threat Intelligence Index 2026; GlassWorm Campaign Analysis, Open VSX Security
Advisory February 2026; Gartner Top Cybersecurity Trends 2026; CISA Known Exploited Vulnerabilities Catalog March
2026.
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